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First ask these questions: why are records being moved,
and which records are to be moved? If these questions
relate to a Disaster Recovery Plan or a Business Continu-
ity Plan, then you are miles ahead because the need for
prioritizing records has already been established. Aside
from this, records may be moved because their activity
level has decreased and as part of information life cycle
management, they are due to be sent to storage space
that is less expensive. Or a corporate relocation from one
building or city to another necessitates moving records
as well as people and furniture.

Assuming there is a large quantity of paper records in
storage boxes that need to be moved, there is a long list
of logistical considerations facing the records and infor-
mation management director. The following information
is based on real-life, hands-on experiences of RIM man-
agers who had to move large quantities of records as part
of their jobs and who shared experiences via e-mails.

Put them on pallets. Don’t stack them
individually in a truck.

There was general agreement that record boxes should
be put on pallets and shrinkwrapped because the wrap-
ping stabilizes them on the pallet as well as giving some
protection against moisture. Not only do pallets give mo-
bility, they also provide some elevated protection from a
wet floor which might happen in a truck trailer during a
very heavy rainstorm.

One participant in the online discussion recounted a hor-
ror story in which employees from a moving company
were not closely supervised and stacked individual box-
es to the top of the truck, packing walls of boxes from
front to back. When the truck reached its destination and
the doors were opened, boxes started falling out because
the bottom layer of boxes had been crushed.

So, how many boxes will fit on how many pallets, and
how many pallets will fill up a truck? One respondent
suggested 50 boxes per 40”x48” pallet, but the majority
of others suggested 40 boxes per pallet. Most thought a
48- or 53-foot trailer would hold 22 pallets. Another fac-
tor is highway weight limits for trucks and that can de-
termine the size of the load.

Getting a box off the shelf and onto a pallet means it is
handled less than if it were individually stacked into
a truck. Boxes can be inventoried as they go on pallets
which can greatly aid if a search is needed later before
boxes are reshelved.

If a large quantity of records must be moved within a
certain time frame, the RIM manager must make sure he
or she has enough equipment to speed up the process be-
yond normal operating times. This could mean renting
more forklifts or pallet jacks or ladders or shrinkwrap-
ping machines and the people to operate them. Is there
floor space at your loading dock for this extra activity as
well as at the other receiving dock? Will you need more
equipment there as well?
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What about the trucks?

How many pounds of records will you have, and where
are they going? The size and weight of the shipment will
be a factor in choosing an over-the-road truck line, a lo-
cal moving company, or even an air freight company.

Ideally your records will leave your dock in a sealed
trailer and go directly to their new home. This will not
happen if you have to use a less-than-truckload carrier.
Your shipment will likely go to a terminal and be put
on another truck going to the destination city or close to
it. Your records may then be shifted to a local delivery
truck which brings them to their final destination. They
are in and out of trucks and may sit on docks exposed to
the weather.

Right from the beginning, determine with the trucking
company who will load the truck before leaving and
who will unload it at the other end. Will it be your em-
ployees or trucking employees?

Have you moved your vital records?

Assuming you have identified your vital records, have
they been imaged and moved to an offsite location
where they can be accessed in time of need? Are there
other records that are necessary for business continua-
tion that should be moved in case of a disaster affect-
ing a wide area of your region? Consider contracting
in advance with a trucking company that can get these
records moved to another location, perhaps a branch of-
fice in another city, if disaster strikes locally.

How do you document records that are moved?

The National Archives and Records Administration
(NARA) has very specific procedures for the movement
and transfer of records from government agencies into
NARA'’s custody. If you organization has not formal-
ized a process for transferring records or moving them
to another facility, here are some stipulations from the
Internal Revenue Service for moving IRS records to
NARA. These forms of identification could be a guide to
developing your own custody process for records before
they are moved.

Record series or title

Date span of records —beginning and ending
Major and minor subdivisions

Contact person with phone number

o0y

Record custody authority

Volume and medium (paper, tape, disk, etc.)
Any restrictions such as the Privacy Act

or HIPAA

Finding aids or documents

Current location of the records

I Omm

It may be time to call in the experts.

If you are working with a records storage contractor now,
that person may be able to provide trained staff, for an
hourly fee, who can come into your facility and speed up
the process of getting records ready to be moved. These
persons can augment your staff with the work of making
an inventory, organizing, packing and barcoding boxes
as they go onto pallets and are readied for the dock.

Your storage contractor will likely be able to furnish
trucks for moving records locally. Ideally, that person
will also have knowledge of over-the-road truck lines
that can provide dependable and trustworthy service in
moving records from one city to another.

Something that may come to light during this process is
the discovery that certain groups of records can go into
“deep” inactive storage at money-saving low rates while
others will go into more-accessible storage with higher
rates.

“Do we really need all these records?”

Also, the contemplation of moving a huge amount of
records may trigger a re-thinking of retention and de-
struction schedules when it becomes clear how much it
will cost to move records once considered necessary and
valuable. If this is the case, it becomes important to find
a records destruction contractor who can certify destruc-
tion of records rather than carelessly selling them to a
paper recycling center where they may be accessible to
the public or may be sold to the overseas paper market.

Your storage contractor may offer records destruction as
part of the full spectrum of services, or he/she can direct
you to a trustworthy destruction company.
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“We back up our data on sticky notes because
sticky notes never crash.”

Is Your Company Destined

to Make Headlinesfor Its
Handling of Sensitive Records
and Information?

International association offers tips on how you can
avoid pitfalls in information management

Making headlines can be a good thing - unless it’s be-
cause your organization has mishandled its sensitive
records and information. Just ask Affiliated Computer
Services, Radio Shack, TJX, the most recent examples of
this apparent phenomenon.

* On April 9, the Georgia Department of Community
Health announced that Affiliated Computer Services
confirmed the loss of a CD containing personal data
of 2.9 million Medicaid and PeachCare for Kids™.
The data was presumably not encrypted and includ-
ed personal, identifying information - including full
names, birthdates, and Social Security Numbers.

e On April 2, the Texas State Attorney General filed suit
against Radio Shack Corp. (to be heard in the district
court of San Patricio County, Texas, case number S-
07-5333CVC) because employees at one of its stores
dumped bulk records containing unencrypted per-
sonal, identifying information for thousands of cus-
tomers in garbage receptacles behind the store. Radio
Shack could face fines of $50,000 per incident, plus
civil penalties of up to $500 for each abandoned re-
cord. (http://www.oag.state.tx.us/oagnews/release.
php?id=1961)

* OnMarch 28 T]X revealed that hackers accessed credit
card and debit card information for almost 46 million
customers in 2005 and 2006, plus drivers license num-
bers and other personal information for an additional
451,000 customers who returned merchandise. It's be-
ing called the biggest financial breach ever.

The costs of such incidents can be devastating, not only
financially but also in terms of customer trust.

“The only protection any company has against these
types of occurrences is a well-developed, enterprise-wide
records and information management program,” states
Marilyn Bier, Executive Director of ARMA International,
a not-for-profit association and authority on managing
records and information. Not only do the policies and
procedures have to be in place and well documented,
adds Bier, but there must be adequate training through-
out the enterprise.

So how do you ensure your company doesn’t suffer a
similar fate as these and many other companies (remem-
ber Bank of America, Choice Point, DSW)? Here are some
important steps you can take today:

® Form an information management compliance team.
In today’s information-centric enterprise, compliance
requires that Legal, IT and RIM all be at the table. No
one department can provide a complete solution to
ensure your company is compliant with current reg-
ulations, effectively protecting its data, and ready for
electronic discovery in case of litigation. Assemble a
team from these and other key compliance-related
areas to work together to assess the organization’s
potential risks and identify the policies, processes,
and technology required to address them.

* Assess your current program’s potential risks. Be-
fore you can identify solutions, you need to know
what the problems are. You need to find out where
your current records and information management
program is vulnerable. Do you know what informa-
tion you have, where it’s located, and how to retrieve
it? Particularly your e-mail and other electronically
stored information (ESI)? Recent changes to the Fed-
eral Rules of Civil Procedure specifically establish
this expectation. There are online self-assessment
tools available specifically designed to help you de-
termine where you are at risk. Look for tools that are
based on current case law, standards, and best prac-
tices for best results. (See www.arma.org/ profiler)
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* Evaluate your e-mail management policies. E-mail
continues to challenge organizations. With the
growth of e-mail, voice-mail, and instant messaging
- as well as other electronic records - the capacity for
discoverable information has increased. This month,
create or review your company’s electronic records
policies. Pay particular attention to your e-mail re-
tention policies emphasizing retention based on the
content of the messages, not the application. For best
results, this will be done in collaboration with the
rest of the compliance team.

* Update and document your policies and procedures.
Once you've performed your self-assessment, you
should have a good idea as to which policies and pro-
cedures need to be developed or updated. There are
a number of resources available to help you in this
effort, including various standards and guidelines.
(See www.arma.org/bookstore) It’s also critical that
your policies and procedures are well documented.
That’s one of the things courts look for: do you have
a policy and did you follow it?

* Take the time to train: Individual employees play
a critical role in helping your organization comply
and succeed in litigation, audits, document preserva-
tion, and daily records and information management
tasks. If you don’t have an enterprise-wide training
program that is delivered at least annually, now’s the
time to implement one. One of the expectations put
forth in the new federal rules is that all employees
are trained on how to appropriately manage elec-
tronic information. Securing that information should
be part of that training, as well. To make it easier,
ARMA International and Kahn Consulting Inc. have
produced Keeping Good Company, a DVD-based in-
formation management training program complete
with facilitator and participant workbooks. It can
even be licensed for use on your corporate intranet
for easier access and administration. (See www.
arma.org/learningcenter/goodcompany)

Additional resources and information about managing
records and information are available from ARMA Inter-
national at www.arma.org.

ARMA International Announces New
Executive Director

ARMA International’s Board of Directors has named
Marilyn Bier the association’s new Executive Director.
Bier had been the association’s Interim Executive Direc-
tor since March 2006. Prior to that she was the associa-
tion’s Deputy Executive Director and Director of Educa-
tion, during which time she played a pivotal strategic
role in shaping and expanding the association’s educa-
tion program.

Bier joined ARMA International’s headquarters staff in
2000, bringing with her an established success record
in adult education and leadership. As a member of the
association’s senior management team for the past six
years, Bier has been actively involved in the association’s
strategic planning discussions and execution, which
uniquely qualifies her to assume the helm and keep the
association’s operations moving forward.

“This is not the same association it was even 5 years
ago, and Marilyn has been part of its dramatic evolution
these past few years. We believe she has the passion, en-
ergy, and enthusiasm for the profession that will help
that evolution continue,” explains ARMA International
President Susan McKinney, CRM. “She understands the
changing dynamics of our profession.”

Bier’s appointment was effective March 6.
About ARMA International

ARMA International (www.arma.org) is a not-for-profit
professional association and the authority on managing
records and information. Formed in 1955, ARMA Inter-
national is the oldest and largest association for the re-
cords and information management profession with a
current international membership of more than 10,000.
It provides education, publications, and information on
the efficient maintenance, retrieval, and preservation of
vital information created in public and private organiza-
tions in all sectors of the economy. It also publishes the
award-winning Information Management Journal.
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BRM Partners
with Sherpa Software

Business Records Management, the leader in records
and information management in Pennsylvania, has en-
tered into a partnership with Pittsburgh-based Sherpa
Software, a global provider of corporate information
management technology.

Through the partner-
ship, BRM will provide
email archiving servic-
es to their clients with
Sherpa’s Attender Utili-
ties for Microsoft Ex-
change and IBM Lotus
Notes environments. These
applications can locate infor-
mation in existing databases
and mailboxes, and automat-
ically transfer and store it on
secure, external devices.

Regulatory restrictions, au-
dits and increasing limits on
email storage space have forced companies to manage
their email systems. On December 1, 2006, the elec-
tronic discovery-related amendments to the Federal
Rules of Civil Procedure went into effect, which require
organizations to preserve potential electronic evidence
in the event of legal action. Coupled with other regu-
lations like Sarbanes-Oxley and HIPAA, organizations
face a difficult task in deciding how, what, when and
where their information should be archived.

Sherpa’s archiving, discovery, deletion and report-
ing software allows companies to take a proactive ap-
proach to controlling their electronically stored data
and email. They address issues such as legal liability,
security and storage, and will allow BRM’s clients to
be more efficient and increase the performance of their
servers.

“Email management and storage is how BRM is adapt-
ing to today’s changing business,” said BRM president
Steven Wright. “Documents aren’tjust paper anymore,
and organizations that
need to be able to ad-
dress litigation or regu-
latory issues posed by
electronic information.
Our partnership with
Sherpa will enable our
clients to preserve their
electronic data.”

In addition to searching
email, Sherpa’s prod-
ucts can also search at-
tachments and any other
type of electronic file on
a company’s system. They identify content, generate
statistical reports and trend analysis, and enforce the
retention of data so that information is automatically
purged after its useful life.

Sherpa Software is a privately-held company, founded
in 2000, and has been named one of “Pittsburgh’s Fast-
est-Growing Private Companies.” Sherpa provides
scalable archiving, e-discovery, retention and manage-
ment solutions for companies of all sizes, and currently
boasts over 900 customers worldwide. Their mission
is 100% customer commitment - No project is too big,
and no customer is too small.
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Employee Profiles Congratulations eNewsletter

Daphne Lopez-Hendon has been 1 St Q ua rte r W| nners

a member of the BRM team since
February 1998. She started at BRM
as the Receptionist, butnow serves
as a Customer Support Specialist.
Her duties include training and
managing accounts, and building
relationships with her clients - all
with her great personahty and friendly demeanor. Daphne
and her husband Chris have three sons: Kortezz, 16; Trei,
12; and Tyler, 10 - along with their dog “Payback”. When
not hard at work, Daphne enjoys listening to R&B and Hip
Hop music, spending time with her family, and vacation-
ing in Cancun.

Congratulations to Tracy Smith of the Pittsburgh Sew-
er & Water Authority and Donald Cowie of AXA Ad-
visors! They have both won a pair of tickets to an up-
coming Pittsburgh CLO show at the Benedum Center.
Congratulations, and enjoy the show!

David Phillips joined BRM in
April 2007. He is the new Mar-
keting Supervisor in Pittsburgh.
David is responsible for oversee-
ing the marketing, advertising,
communications and public rela-
tions efforts of BRM. He consid-

. ers his greatest accomplishment
to date to be receiving his Masters degree in Journal-
ism from Point Park University. David enjoys landscap-
ing, home improvement, sports, movies, kayaking, and
spending time with his girlfriend Melissa.
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